SHARK INDUSTRIE;

Sensitive but Unclassified

TO: IT Staff
FROM: Pepper Pans
RE: Inject #4: Password Policy

We have discovered that our Active Directory password policy is unacceptably weak. Please fix
this policy in Active Directory. This must be a NEW group policy with the name "Domain Policy."
Do not append the new policy onto the existing Default Domain Policy. Place this new policy
above all others in the list. Please keep the following requirements in mind when completing
this task:

Password History - Minimum of 16 re-uses

Maximum Password Age - 42 days

Minimum Password Age - 10 days

Minimum Password Length - 10 characters

Complexity Requirements - One of each of the following:

o Uppercase Letter (A-Z)

o) Lowercase Letter (a-z)

o Base 10 Digit (0-9)

o Non-Alphanumeric Character such as: |@#5%"&*()+=

This request is to be completed by 12:30 PM today.
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